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Executive 
Summary

Federal agencies are in cyber attackers’ crosshairs like never 
before, and the rapidly changing strategies and tools that 
hackers use have agency security leaders struggling to stay in 
front of the threat.

This document is derived from Cisco’s 2017 Midyear Cybersecurity Report. 
Its purpose is to focus on the security threats faced by federal and defense 
agencies and on the broader trends that pose a particular risk for the 
federal government. Please download and read the full report for a more 
comprehensive and global perspective. 

Cisco has published comprehensive cybersecurity reports for more than 
a decade. These documents are designed to keep security teams and the 
organizations they support apprised of cyber threats and vulnerabilities. The 
2017 Midyear report sounds a loud alarm around the rapid evolution and 
increasing magnitude of attacks. Defenders are under constant pressure 
to quickly improve their ability to detect threats and prevent attacks, but 
adversaries are undermining their success and hindering progress in two 
primary ways: 

The escalating impact of security breaches
Attackers have gained the ability to lock systems and destroy data. This 
might make the federal government an even more attractive target to some 
threat actors. These new abilities pose an immediate threat, not only to 
the government’s sensitive and classified data, but to the necessary IT 
operations required to deliver missions. 

The pace and scale of technology
Malicious actors are taking advantage of the ever-expanding attack surface 
that comes with the proliferation of handheld devices, the Internet of Things, 
and other emerging platforms. The breadth and depth of recent ransomware 
attacks alone demonstrate how adept adversaries are at exploiting security 
gaps and vulnerabilities across devices and networks for maximum impact. 

Like other organizations, federal agencies experience a lack of visibility into 
their dynamic IT environments. This allows “shadow IT” to proliferate, which 
complicates cyber defense strategies. 

Meanwhile, they endure a constant barrage of security alerts, overwhelming 
the ability to respond. It’s as if a small town’s volunteer fire department tried 
to respond to 50 fire alarms an hour, every hour.  (None of this is unique to 
the government, but neither is the government immune to any of it.)

Read on for more insight into adversary tactics, vulnerabilities and 
opportunities for defenders.
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Special Challenges in the Federal 
Government
The federal government, and other public sector entities, have several sets of 
standards that guide their cybersecurity progress. 

Among them: 

• The Federal Information Security Management Act (FISMA): 
Establishes a comprehensive framework for information security and 
requires agencies to conduct annual reviews of cybersecurity programs. 

• The Federal Risk and Authorization Management Program (FedRAMP): 
Provides standards for the use of cloud products and services; cloud 
providers must have their solutions authorized as compliant with 
FedRAMP before federal agencies are allowed to buy and use them. 

The transition to the cloud presents many advantages as well as challenges 
to public sector organizations that need to maintain consistent protection 
against threats. One-third of the public sector organizations surveyed (not 
just the U.S. government) said that targeted attacks, advanced persistent 
threats, and insider exfiltration are high security risks. In addition, public 
sector security professionals said that public cloud storage and cloud 
infrastructure are the most challenging elements to defend against attacks.

Strained budgets and a lack of qualified cyber professionals also contribute to 
the difficulties federal agencies encounter in meeting their security goals. For 
example, organizations may be slow in adopting certain tools because they 
require knowledgeable staff to implement them, and to analyze results. Only 
30 percent of the public sector security professionals said their organizations 
use penetration testing and endpoint or network forensics tools.

These tools are considered key pillars of a defense-in-depth security 
strategy, so their lack of adoption is worrisome. Organizations that neglect 
them can expect to see network breaches repeatedly.

Moreover, the ongoing shortage of qualified cybersecurity professionals 
makes it impossible for agencies to investigate every threat alert. Across the 
public sector organizations surveyed, nearly 40 percent admit to investigating 
only 65 percent of the security alerts they receive. Even more concerning, of 
the 32 percent of investigated alerts that prove to be legitimate threats, these 
organizations are able to remediate only 47 percent of them. 

Solution: While hiring more people would always be good to do, trained and 
experienced professionals often simply are not available, even when budgets 
permit adding the personnel. However, tools that automate the process of 
sharing information and performing analysis can help a smaller staff triage 
alerts so that they spend their time on the most pressing worries. Automation 
can also help resolve some threats, easing the workload on the staff. 

Federal agencies are likely to outsource some cybersecurity tasks such as 
monitoring and audits, bringing in a trusted partner to help fill the gap. 

Key Threat Vectors
Exploit Kits
In 2016, three leading exploit 
kits—Angler, Nuclear, and 
Neutrino—abruptly vanished from 
the threat landscape. Angler 
and Nuclear have not returned. 
Neutrino’s disappearance was 
only temporary, but the exploit kit 
resurfaces only for short periods.

In the Cisco 2017 Annual 
Cybersecurity Report, we 
explained how these dramatic 
changes in the exploit 
kit landscape presented 
opportunities for smaller players 
and new entrants to make their 
mark. But as of mid-2017, only a 
handful of exploit kits are active. 

Don’t think that exploit kits are 
fading away, though: we believe 
we will see a resurgence soon. 
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The Cybersecurity Executive Order
Between the time that Cisco published the 2017 Annual Cybersecurity 
Report and the Midyear Report, President Trump issued an executive 
order, formally titled the Presidential Executive Order on Strengthening 
the Cybersecurity of Federal Networks and Critical Infrastructure. With an 
emphasis on accountability, the document provides some clear marching 
orders for federal IT leaders. 

Get in-depth information on the executive order here.

The executive order includes sections on critical infrastructure and protection 
of the internet, along with internal federal agency security. Among the order’s 
key provisions pertaining directly to agencies: 

• Agency heads will be held accountable. They are responsible for 
implementing risk management measures “commensurate with the risk and 
the magnitude of harm” that could result from a breach. The measures also 
must align “with strategic, operational, and budgetary planning processes.”

• The Framework for Improving Critical Infrastructure Cybersecurity 
(the Framework) developed by the National Institute of Standards 
and Technology is now required for agencies to manage risk. 

• The Office of Management and Budget and the Department of Homeland 
Security, along with each agency’s leadership, are responsible to 
assess each agency’s risk and develop a plan to address it. 

• Agency heads are to give preference to shared services to the extent 
permitted by law, including cloud, email and cybersecurity services. 

Key Threat Vectors
Malicious Adware
Malicious adware, which 
includes ad injectors, browser-
settings hijackers, utilities, and 
downloaders, is a growing 
problem. Its threats include: 

• Potentially Unwanted 
Applications (PUAs), such as 
malicious browser extensions

• Trojans (droppers and 
downloaders)

• Links to web spam 
and ad fraud

• Browser-specific vulnerabilities, 
such as JavaScript and 
graphics-rendering engines

• Browser redirects, 
clickjacking, and other 
methods used to direct users 
to malicious web content

• “First-stage payloads” like 
Trojans and utilities that 
facilitate the initial infection of 
a user’s computer. (A macro 
virus in a malicious Word 
document is an example 
of this type of tool.)

• Malware, such as ransomware 
and keystroke-stealing 
agents, that deliver payloads 
to compromised hosts
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Workforce Development
The order also addresses the long-running challenge of hiring trained 
and qualified cybersecurity professionals. It identifies the Department of 
Homeland Security, the Department of Defense and several other agencies 
as leaders of a required assessment of the government’s cybersecurity 
workforce, followed by recommendations to improve and expand it. 

As noted above, the right technology can alleviate some of the pressures that 
arise from a personnel gap. Andrew Benhase, an architect in Cisco’s U.S. 
Federal Sales organization, believes both approaches are necessary. “Deep 
technical training of skilled personnel is clearly part of the answer, but so is 
trustworthy automation and a lot of it. But the details really matter here and 
this is the heart of the issue,” he said, in a blog post. 

Highly-trained cyber professionals are hard to come by in any sector, but 
the federal government has it doubly tough because of restrictions on hiring 
foreign nationals and the requirements for security clearances, which many 
of the available positions would require. 

Benhase advises doing away with inexpensive, but unrealistic, virtual training 
systems for future cyber professionals. Instead, “the federal government 
must focus its acquisition strategy on commercially available virtualized 
offerings. Most importantly, the government should use commercial threat 
analytics running within these virtual training environments,” he wrote. 
Training on real tools will build skills more relevant to the real world. 

Key Threat Vectors
Spyware
Spyware, which collects and 
transmits information about users’ 
computer activities, falls into 
three broad categories: adware, 
system monitors, and trojans. 
Usually installed without the 
user’s knowledge, spyware opens 
many security vulnerabilities for 
agencies. 

Spyware can steal user 
information or agency data, 
potentially compromising national 
security depending on the 
affected agency. It can also: 

• Modify device configurations 
and settings to weaken 
their security posture

• Install additional secret 
software and allow outsiders 
access into the network

• Enable remote code execution 
on devices, allowing attackers 
to fully control the device

• Finally, an infection with 
spyware or adware increases 
the risk of additional infections

Email
Email was one of the first vectors 
cyber attackers leveraged to 
spread malware, and it appears 
to be resurging in popularity. 
Malicious attachments are as 
capable of infecting a computer 
or device as they ever were. 

Compressed .zip files were 
the most prevalent malware 
seen, with Microsoft Word .doc 
extensions running second. 
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Shielding the Internet of Things
The Internet of Things (IoT) is another point of 
particular concern for the federal government, both 
within its own operations, and in industries (such as 
nuclear power and transportation) that the government 
oversees and regulates. 

When new objects are connected to the network, it 
opens tremendous potential for capabilities such as 
remote sensing, monitoring and tracking of government 
vehicles, and smart weapons for military personnel. 
However, it also comes with a new field of security risks. 

One way to protect IoT devices, in addition to standard 
cybersecurity measures, is to cordon them off from the 
internet, says Steve Caimi, security subject matter expert 
at Cisco. Referred to as “segmentation”, IoT devices 
are connected only to the IT systems with which they 
need to communicate, and not allowed a pathway to the 
internet. 

“Devices are usually made by companies that do not 
necessarily have deep cybersecurity knowledge,” Caimi 
says, “and often cannot be easily updated or patched to 
fix vulnerabilities. If they’re not sectioned off very well, 
these things can be exposed to the internet and all of 
the dangers there,” he says. 

Recent Malware Trends
Cisco security researchers have been watching the 
evolution of malware during the first half of 2017 and have 
identified several trends that shed light on what malware 
authors are thinking about most when developing their 
strategies: delivery, obfuscation, and evasion.

Interaction
In many cases, users must take some sort of action, 
such as opening a file, to activate the malicious 
code. This allows malicious email attachments to 
fool many automated malware detection systems, by 
appearing benign until activated. It’s an old trick, but 
it still has currency.

Ransomware made easy
Either by using open-source codebases, or 
Ransomware-as-a-Service (RaaS) platforms, attackers 
don’t have to work very hard to mount a ransomware 
attack. RaaS in particular demands almost no technical 
skills or knowledge on the part of the attacker. 

Fileless or “memory resident” malware
This type of malware relies on Windows capabilities 
(PowerShell or Windows Management Instrumentation) 
to run the code completely in memory without 
writing any data to the file system or registry. This 
poses a challenge both for detection and forensics 
investigations. 
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An Architectural Approach
Any number of solutions exist to address cybersecurity 
challenges, including malware, IoT or even workforce 
shortages. However, the surest path to effective and 
future-proofed protection is an architectural approach. 

“Building security on an architecture, rather than 
piecemeal, enables planning, coordination and easy 
integration of components,” said Peter Romness, a Cisco 
cybersecurity solutions lead. A cybersecurity architecture 
encompasses an intuitive network with visibility and 
management throughout the enterprise, automation 
to assist overloaded network defenders, malware 
protection, analytics and forensics, and coordination of 
all the other security components.

Recent Malware Trends 
Anonymized and decentralized infrastructure
Cisco threat researchers have observed an increase 
in the use of “bridging services” for facilitating access 
to malware and command-and-control services that 
are hosted within the Tor network. This makes it easier 
for adversaries to use Tor without having to change 
their malware code or include a Tor client within their 
malware payload. Since an attacker can configure a 
proxy server on any domain they choose, it is more 
difficult to block them as they are deployed.
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Conclusion
While the threat landscape is evolving in some familiar ways alongside 
some new and potentially alarming directions, the executive order issued in 
May raises the stakes considerably for federal agencies and their leaders. 
The new administration is ready to hold individual leaders accountable 
for organizational failures. Therefore, agency leaders must choose their 
cybersecurity strategies, tools and personnel with great care. 

Policy, protocols, tools and prevention remain key linchpins of effective 
cybersecurity, with strong and proactive leadership essential to bringing it all 
together. Well-chosen industry partners can offer comprehensive security 
solutions featuring advanced technology, expert services and a deep 
understanding of the unique aspects of IT in the federal government. 
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Other IoT Security 
Suggestions from 
Cisco’s Midyear 
Cybersecurity 
Report
• Keep older signatures active

• Surround IoT devices 
with IPS defenses

• Closely monitor network traffic 
(this is especially important 
to do in IoT environments, 
where network traffic patterns 
are very predictable)

• Track how IoT devices are 
touching the network and 
interacting with other devices 
(for example, if an IoT device 
is scanning another device, 
that is likely a red flag 
signaling malicious activity)

• Implement patches in 
a timely manner

• Work with vendors that have 
a product security baseline 
and issue security advisories


